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August 25,2016

Ellen F. Rosenblum
Oregon Attomey General
Oregon Department of Justice
1162 Cotyt Street NE
Salem, Oregon 97301,

Re: Security Incident Notice

Dear Attorney General Rosenblum:

I represent Michelle A. Pecora CPA P.C. (Ms. Pecora) of Salem, Onegom. llhäslletterii,slhrii4gsernt
pursuant to Or. Rev. Stat $$ 6464.600-.604,646A.624-.626 because Ms Resora.dotomiinodtfhnt
between July 27,2016 andAugust 2,2016, her office was broken into anndallqptqprwasstdlon.
The laptop contained personally identifiable information pertaining ûo Ms. Resordlsdlionts. llt
appears that the information of approximately 400 Oregon residents \Masailmor€úhatiirtfornration.
The information contained consumer names, addresses, dates of birth amd SocjidlSnourity
numbers. The laptop containing this information was password proûoctod,andtthoreiisrnorreoson

to believe that the perpetrator(s) accessed the password to its contents.

Upon discovery of the theft, a report was immediately filed with the Sailem RdtricelEqpartrnsnt.
Ms. Pecora is providing whatever cooperation is necessary for the Sall'em RdlioelEgpartrnonûto
identiff the perpetrator(s) and hold them accountable.

Ms. Pecora is in the process of notiffing all affected consumers with ütùe .aütadhodllotter. .X\s

referenced in the letter, she will provide 12 months of credit moniúorirqg md iidenttfy¡proteotion
services to affected consumers through ID Experts. Please contact n¡e sltmnnlldyoulhaverar¡y
questions.

Sincerely,

Davis Wright Tremaine LLP
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Sean B. Hoar

cc. Michelle A. Pecora CPA
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MICHELLE A. PECORA CPA PC.

August 8,20L6

(Name)
(Address)
(City, State, Zip)

Subject: Notice of Data Theft

Dear (Name)

I am writing to inform you of a data security incident that may have involved your personal
information. I take the privacy and security of your information very seriously. This is why I

am contacting you, offering you identity monitoring services, and informing you about steps
that can be taken to guard against identity theft.

What Happened? Someone broke into our office between luly 27 and August 2,2016, and
stole a laptop that may have contained your personal information. Upon discovery of the
theft, I immediately reported it to the Salem Police Department, and I am fully cooperating
with them to identify the perpetrator(s). The laptop containing your information is
password protected, and there is no reason to believe that the intruder has the password to
access its contents, but out of an abundance of caution, I am noti$ring you of the incident and
offering you identity monitoring services.

What Information Was Involved? The information included your name, address, Social
Security number, and date of birth.

What Are We Doing? I am notifying yqu of the incident providing you information about
steps you can take to guard against identity theft, and offering you identity monitoring
services for LZ months to protect against identity theft. I am also working with the Salem
Police Department to identify the perpetrator(s) and will provide whatever cooperation is
necessary to do so,

What You Can Do: To help protect your identity, I am offering you credit monitoring and
identity restoration services through ID Experts for t2 months at no cost to you. The
following identity protection services start on the date of enrollment. Note that the deadline
to enroll is December B, 2016, four months from the date of this notice. Once enrolled, the
identity restoration component of the membership is backdated to the date of the breach,
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You can enroll in identity restoration services through MylDCare with ID Experts@. ID
Experts recovery services will include l2months of credit monitoring, a $L,000,000
insurance reimbursement policy, exclusive educational materials and complete access to
their fraud resolution representatives. With this protection, ID Experts will help you resolve
issues if your identity is compromised. I encourage you to contact ID Experts with any
questions and to enroll in the free services by calling 866-329-9984 or going to
www.idexnertscorp.co.m/protect. and providing enrollment code [insert enrollment code).
ID Experts is available Monday through Friday from 6:00 a.m, to 6:00 p.m, Pacific Time.
Please have your enrollment code available, and note the deadline to enroll is December B,

2016.

For more information: Further information about how to guard against identity theft
appears on the following pages. Should you have any questions, please contact me at (503)
779-1902 or michelle@pecoracpa.com, Please accept my sincere apologies and know that I
deeply regret any worry or inconvenience this may cause you.

Sincerely,

Yl^r-!^rlt- fr,qr**,i-
Michelle A. Pecora
Michelle A. Pecora, CPA, PC

MICHELLE A PECORA CPA P.C.



Information a bout Protecting Persona I Information

Review Your Account Statements and Notify lssuing Bank & law Enforcement of Suspicious Activity: It is

recommended that you remain vigilant for any incidents of fraud or identity theft by regularly reviewing credit card

account statements and your credit report for unauthorized activity. If you detect any suspicious activity on an

account, we recommend you contact your issuing bank immediately to either freeze or close the account. You may

also report any fraudulent activity or any suspected identity theft to local law enforcement, the Federal Trade

Commission (FTC), or your respective state Attorney General. Residents of Massachusetts and Rhode Island have

the right to obtain any police report filed in regard to this incident.

Copy of Free Credit Report You may obtain a free copy of your credit report from the following national consumer

reporting agencies or from the Annual Credit Report Request Service, P.O. Box 10528L, Atlanta, G4,30348-528L,L-
877 -322-8228, unvw.a nnua lcred itreport.com:

Equifax P.O. Box 105139, Atlanta, Georgia 30374-0241,, L-800-685-L1"LL, www.equifax.com

Experian: P.O. Box 2002, Allen, TX 75013, L-888-397-3742, www.experian.com

TransUnion: P.O. Box 6790, Fullerton, CA 92834-6790, L-800-9L6-8800, r¡¡¡rnv.transunion.com

Additional Free Resources on ldentity Theft You can obtain information from the consumer reporting agencies,

the FTC, or your respective state Attorney General about steps you can take toward preventing identity theft. The

FTC may be contacted at FTC, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580,

L-877 -438-4338, www.ftc.govf dtheft.

For residents of Maryland, North Carolina, and Rhode Island: Residents of Maryland, North Carolina and Rhode

Island can also obtain information about preventing and avoiding identity theft from their attorneys general at the

addresses below and from the FederalTrade Commission.

Maryland Office of the
Attorney General

Consumer Protection Division

200 St. Paul Place

Baltimore, MD 2L202
1-888-743-0023
www.oag.state.md.us

North Carolina Office of the
Attorney General
Consumer Protection Division
9001 Mail Service Center
Raleigh, NC 27699-9001
L-877-566-7226
www.ncdoj.com

Rhode Island Office of the
Attorney General

150 South Main Street

Providence, RI 02903
(40L) 274-4400
http://unvw.ria g.ri.gov

Fraud Alerts: There are two types of fraud alerts that you can place on your credit report to put your creditors on

notice that you may be a victim of fraud: an initial alert and an extended alert. You may ask that an initial fraud alert

be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial

fraud alert stays on your credit report for at least 90 days. You may have an extended alert placed on your credit

report if you have already been a victim of identity theft with the appropriate documentary proof. An extended fraud

alert stays on your credit report for seven years. You can place a fraud alert on your credit report by calling the toll-
free fraud number of any of the three national consumer reporting agencies listed below:

Equifax 1-800-525-6285, www.equifax.com

Experian: L-888-397- 3742, www.experian.com

TransUnion: L-800-680-7289, www.tra nsu nion.com

MICHELLE A PECORA CPA P.C.



Credit Freezes (for Non-Massachusetts Residents): You may have the right to put a credit freeze, also known as a

security freeze, on your credit file, so that no new credit can be opened in your name without the use of a PIN

number that is issued to you when you initiate a freeze. A credit freeze is designed to prevent potential credit

grantors from accessing your credit report without your consent. If you place a credit freeze, potential creditors and

other third parties will not be able to get access to your credit report unless you temporarily lift the freeze. Therefore,

using a credit freeze may delay your ability to obtain credit. In addition, you may incur fees to place, lift and/or

remove a credit freeze. Credit freeze laws vary from state to state. The cost of placing, temporarily lifting, and

removing a credit freeze also varies by statq generally $5 to $20 per action at each credit reporting agency. Unlike a

fraud alert, you must separately place a credit freeze on your credit file at each credit reporting agency. In order to
place a security fteeze, you may be required to provide the consumer reporting agencywith information that
identifies you including your full name, Social Security number, date of birth, current and previous addresses, a

copy of your state-issued identification card, and a recent utility bill, bank statement or insurance statement.

Since the instructions for how to establish a credit freeze differ from state to state, please contact the three major

consumer reporting agencies as specified below to find out more information:

Equifax P.O. Box 105788, Atlanta, GA 30348, www.equifax.com

Experian: P.O. Box 9554 Allen, TX 75013, www.experian.com

Tra nsUnion: P.O. Box 2000, C heste r, P A, L9022-2000, www.tra nsu n ion.com

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national

consumer reporting agencies listed above.

MICHELLE A PECORA CPA P.C.


